ENBR’DGE Acting Manager cell 7157181236 119 North 25" Street E
U.S. Pipeline Compliance steven.dahnke@entridge.com  Superior, W1 USA

June 7, 2024

Sent Via Electronic Transmission

Mr. Gregory A. Ochs

Director, Central Region, Office of Pipeline Safety
Pipeline and Hazardous Materials Safety Administration
901 Locust Street, Suite 480

Kansas City, MO 64106

Re: CPF 3-2024-023-NOA
Dear Mr. Ochs:

From September 18 to September 28, 2023, a representative of the Pipeline and Hazardous
Materials Safety Administration (PHMSA), Office of Pipeline Safety (OPS), pursuant to Chapter
601 of 49 United States Code (U.S.C.), performed an on-site inspection of Enbridge Storage
(Cushing), LLC’s (hereinafter Enbridge Cushing) control room management records and
procedures for the Enbridge Storage (Cushing) Control Room, in Cushing, Oklahoma.

As a result of the inspection, it is alleged that Enbridge Cushing has committed probable
violations of the Pipeline Safety Regulations, Title 49, Code of Federal Regulations (CFR). The
items inspected and the probable violations are:

1. § 195.446 Control room management.

(a) General. This section applies to each operator of a pipeline facility with a controller
working in a control room who monitors and controls all or part of a pipeline facility
through a SCADA system. Each operator must have and follow written control room
management procedures that implement the requirements of this section. . . .

(b) Roles and responsibilities. Each operator must define the roles and responsibilities
of a controller during normal, abnormal, and emergency operating conditions. To
provide for a controller's prompt and appropriate response to operating conditions, an
operator must define each of the following.

@....

(5) The roles, responsibilities and qualifications of others who have the authority to direct
or supersede the specific technical actions of controllers.

Enbridge Cushing’s “Cushing CCO Control Room Management Plan Version 8.2,” dated July 13,
2023 (CRM Plan), was not adequate to define the roles, responsibilities and qualifications of
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others who have the authority to direct or supersede the specific technical actions of
controllers. Specifically, CRM Plan sections 3.7.1 and 3.7.2 prohibited Operators and Senior
Advisors from directing the actions of operators except to shut down and bring the system to a
safe state. It further limited this action to “referencing documented procedures, training or
technical information rather than specific operational instructions.” One console did not have a
designated Senior Advisor and the Senior Advisors for the other consoles, while qualified, were
not trained and authorized to operate the console that lacked a designated Senior Advisor.
Also, while the Senior Advisors were, in practice, trained and qualified, the procedure did not
contain a requirement for Senior Advisors to be trained and qualified, nor did the procedure
state qualifications related to experience requirements for the position that would relate to
being competent to direct or supersede the technical actions of a controller. Additionally, the
procedure did not address how the required conditions or actions to direct or supersede a
controller must be taken, or how to document the event necessitating directing or superseding
a controller. While the procedure prohibited the directing of controllers, the procedure was
silent on whether superseding the technical actions of a controller was permissible. As written,
the procedure language was unclear regarding whether someone was authorized to direct or
supersede a controller.

The procedure needs to be modified to provide a definition for the terms “direct” and
“supersede”. The procedure needs to include a clear statement of Enbridge Cushing’s policy
related to these actions. If there are individuals who are authorized to direct or supersede a
controller, then Enbridge Cushing must (1) identify those individuals and (2) define the
qualifications of the individual(s) who can direct or supersede the technical actions of a
controller in the CRM Plan. The procedure must also include the roles and responsibilities of
individuals when taking the action to direct or supersede a controller as well as the
documentation required for such an event.

Enbridge Response:

The Cushing CCO CRM, Section 3.3. CUSHING CCO STAFF ROLES AND RESPONSIBILITIES,3.3.1
GENERAL DESCRIPTION, and 3.3.2. CUSHING CCO OPERATOR AUTHORITY POLICY have been
amended as reflected in the attached document: Direct and Supersede

2. § 195.446 Control room management.

(a) General. This section applies to each operator of a pipeline facility with a controller
working in a control room who monitors and controls all or part of a pipeline facility
through a SCADA system. Each operator must have and follow written control room
management procedures that implement the requirements of this section. . . .

®)....

(c) Provide adequate information. Each operator must provide its controllers with the
information, tools, processes and procedures necessary for the controllers to carry out
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the roles and responsibilities the operator has defined by performing each of the
following:

@....

(2) Conduct a point-to-point verification between SCADA displays and related field
equipment when field equipment is added or moved and when other changes that affect
pipeline safety are made to field equipment or SCADA displays.

Enbridge Cushing’s CRM Plan, Alarm Management Plan Version 6.1, dated February 9, 2023
(AMP), and Alarm and Event Philosophy Version 8.1, dated August 22, 2023 (Alarm Event
Philosophy), procedures were not adequate to clearly define which points affect pipeline
safety. These procedures contained descriptions of how safety related alarms were
designated in the Iconics and RTap SCADA systems. From these descriptions, PHMSA
inspectors deduced that the related points were safety related. However, after reviewing
the safety related points list from the master data base for Iconics and RTap, the safety
related points were not consistent between the two SCADA systems. While there are safety
related points accepted by the industry to be safety related, the operators must still review
their operation, identify points within their system that may affect safety, and then
implement those points in their SCADA data base, to include consistency between SCADA
systems.

Additionally, in the Iconics SCADA system, safety related alarms were considered a critical
event with a priority of 1000 and a color of purple. During the inspection, Enbridge Cushing
indicated that there were two leak alarms that were considered safety related, but have a
severity of 500 which, per Table 6 of the Alarm Event Philosophy, carried an event
designation of Medium/Alert and a color of yellow. The Alarm and Event Philosophy
explained that in the Iconics SCADA system a "Medium/Alert [is assigned a severity of 500]
has black text on yellow background and is the lowest priority." Section 5.4.1.a.i of the
Safety Related Device Procedure for the Iconics System stated "Safety-Related alarms in
Iconics are identified by: Alarm Priority 1000." A review of the Iconics SCADA Master
Database indicated that the two leak alarms were in fact established a priority of 500 when
they should have been assigned 1000. The Iconics SCADA system was new as of September
2021 to the control room. Therefore § 195.446(c)(1) is applicable and the operator would
need to demonstrate that certain provisions of API RP 1165 are not practical for the SCADA
system used.

The procedure needs to be amended to identify and define safety related points and
associated safety related alarms to provide consistency between the two SCADA systems
and support compliance. If it is not practical, then the operator needs to amend their
procedure to state why it is not practical for the SCADA system used..

Enbridge Response:
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Enbridge acknowledges the alarm severity inadequacies on the Iconics leak detection
system. When the alarms for the Allied 8” CPM system were commissioned by Blueknight,
the severity was set to the 500 (Medium/Alert) with the expectation that the control center
operator response would be in line with any abnormal or emergency response related to a
potential leak or rupture.

Enbridge has updated the alarm severity on all Iconic’s leak detection alarms to 1000
severity in alignment with our Alarm and Event Philosophy.

Amendments have been made to better align the Cushing CCO CRM Plan and Alarm
Management Plan in regard to Safety Related point and alarm clarity for the Iconics and
RTAP systems.

At the time of the inspection, the procedure that provided safety related point
management guidance, owned by the PCSLD/SCADA team, had been retired and marked
obsolete. This was completed as part of an ongoing effort to define safety related point
criteria ownership and consistency between the Control Center, SCADA, Field and PLC
stakeholders. Enbridge has revisited this approach and is currently working to clearly define
safety related point and device definitions and related management expectations amongst
the appropriate stakeholders. As part of this ongoing effort, the Safety Related Point
Management Guide has since been reinstated. The Safety Related Point Management Guide
has been attached for your review as evidence. See Safety Related Point Management.

The Safety Related Point Management Guide, Section 6.0, CRITEREA FOR SAFETY RELATED
POINTS, was amended at the time of reinstatement to include the ICONICs Scada system.
See Safety Related Points.

3. § 195.446 Control room management.

(a) General. This section applies to each operator of a pipeline facility with a controller
working in a control room who monitors and controls all or part of a pipeline facility
through a SCADA system. Each operator must have and follow written control room
management procedures that implement the requirements of this section. . . .

®)....

(d) Fatigue mitigation. Each operator must implement the following methods to reduce
the risk associated with controller fatigue that could inhibit a controller's ability to
carry out the roles and responsibilities the operator has defined:

(1) Establish shift lengths and schedule rotations that provide controllers off-duty time
sufficient to achieve eight hours of continuous sleep.3. § 195.446 Control room
management.
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Enbridge Cushing’s procedures were not adequate to address the rotating on-call schedule for
the three Senior Advisors. While Enbridge Cushing indicated that after-hours calls were rare,
the qualified controllers could be pressed into service on short notice due to controller absence
and console coverage needs. Enbridge Cushing did not have any procedures related to (1) how
to handle the after-hour calls if sleep is disrupted and (2) how to address the requirement for
eight-hours of continuous sleep and time off after hours worked. The Senior Advisors have 10-
hour shifts, Monday through Friday, but Enbridge Cushing also required a rotating call shift.
While the on-shift hours of service (HOS) rules apply to all, there also needs to be
considerations for the on-call rotating shift and maximum limits for hours-of-service, as
required by § 195.446(d)(4).

The procedure needs to be amended to provide additional considerations and rules for the
Senior Advisors regarding maximum hours of service which may provide for emergency
deviations and provide off duty on-call controllers sufficient time to achieve eight hours of
continuous sleep.

Enbridge Response:

The Cushing CCO Fatigue Risk Management Handbook, Section 7.1 SCHEDULE OVERVIEW, has
been amended as reflected in the attached document: Senior Advisor HOS

4. § 195.446 Control room management.

(a) General. This section applies to each operator of a pipeline facility with a controller
working in a control room who monitors and controls all or part of a pipeline facility
through a SCADA system. Each operator must have and follow written control room
management procedures that implement the requirements of this section. . . .

®)....

(g) Operating experience. Each operator must assure that lessons learned from its
operating experience are incorporated, as appropriate, into its control room
management procedures by performing each of the following:

(1) Review accidents that must be reported pursuant to §195.50 and §195.52 to
determine if control room actions contributed to the event and, if so, correct, where
necessary, deficiencies related to:

Enbridge Cushing’s procedure was not adequate to:

(i) Controller fatigue.

Enbridge Cushing’s CRM Plan, Cushing CCO Fatigue Risk Management Plan Version 5.1, dated
January 7, 2015 (FRMP), and CCO Incident Investigation Process and Enbridge Incident
Investigation Process Version 4.0, dated April 16, 2022 (CCO Process), were not adequate to
define how Enbridge Cushing would review accidents that must be reported to determine if
control room actions contributed to the event and to correct deficiencies related to Controller
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fatigue. Specifically, during the inspection, Enbridge Cushing explained a practice that sounded
adequate, but was not formalized in its procedures. A review of the Enbridge Incident
Investigation Process Version 4.0, dated April 16, 2022 (Incident Investigation Process),
revealed that the process failed to include fatigue review. CRM Plan section 8.4 only
paraphrased the regulation, referencing a review of Operator fatigue, but failed to actually
detail a process for fatigue review.

The procedure needs to be amended to provide a process that defines what will be considered
when reviewing incidents to determine if the controllers’ actions contributed to the incident. At
the very least the process should include a review of the controllers work schedule that
includes off duty hours and a review of the SCADA event log to evaluate alarms and controller
response.

Enbridge Response:

The Cushing CCO CRM Plan v 8.3, Section 8.5 EVENT INVESTIGATIONS, has been amended to
reference the CCO Human Factors Assessment Guidelines, which details assessment of fatigue
during event reviews. Please see attached document Fatigue Events.

5. § 195.446 Control room management.

(a) General. This section applies to each operator of a pipeline facility with a controller
working in a control room who monitors and controls all or part of a pipeline facility
through a SCADA system. Each operator must have and follow written control room
management procedures that implement the requirements of this section. . . .

®)....

(h) Training. Each operator must establish a controller training program and review the
training program content to identify potential improvements at least once each calendar
year, but at intervals not to exceed 15 months. An operator's program must provide for
training each controller to carry out the roles and responsibilities defined by the operator.
In addition, the training program must include the following elements:

Enbridge Cushing’s CRM Plan section 9.4 was not adequate to demonstrate compliance that
Enbridge Cushing had reviewed the training program content to identify potential
improvements. Specifically, CRM Plan section 9.4 mentioned “program reviews” with goals of
“determining resources required (i.e., number of training days to be scheduled for each Cushing
CCO Operator, budget submissions for major expenditures, or additional expertise required for
training development, design, or administration)” and to “identify gaps in knowledge or skills,
erroneous past or informal training, resulting in supplemental training for all Cushing CCO
Operators.” There was also a brief statement that, “Cushing CCO specific content is reviewed
each calendar year, not to exceed 15 months, as part of the CRMP annual review.” All of which
does not provide (1) what content will be reviewed, (2) how the content will be reviewed to
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determine whether it meets the requirements to provide for training each controller to carry
out the roles and responsibilities defined by the operator. An assessment of the 2022 Training
Plan Review, dated February 3, 2022, and Training Meeting Minutes, dated December 7, 2022,
demonstrated that much Enbridge Cushing’s review was focused on reviewing the procedure
and/or the plan’s language. Simply reviewing the procedure was not adequate to demonstrate
compliance. The procedure and records did not demonstrate what content was reviewed and
what changes were implemented or recommended, even if none were made.

The procedure needs to be amended to provide more detail on how and what content will be
reviewed to demonstrate that Enbridge Cushing’s program provides for training each controller
to carry out the roles and responsibilities defined by the operator.

Enbridge Response:

The Cushing CCO CRM Plan, section 9.4 TRAINING PROGRAM REVIEW AND REVISION PROCESS
has been amended to reflect what content is reviewed by the Cushing CCO and roles
responsibilities for coordinating content change. Please see attached document Training
Content Review.

Should you have any questions or require further information please contact me.

Sincerely,

e e

Steven Dahnke
Acting Manager, US Pipeline Compliance





